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There’s a whole world of cybercriminals  
out there waiting to steal your money,  

so it’s important to take steps to safeguard  
your finances when using your smartphone.  

By Jackie Cameron

Playing it safe

business

Worrying about Whether thieves could access our 

bank accounts through remote applications used to be the 
preserve of the bank manager. These days, as our phones 
replace ATMs and our PCs as the place to manage our cash, 
responsibility for securing our finances has moved firmly  
into our own hands.

Technology is now incredibly sophisticated, but so too  
are con artists. No sooner is one hole plugged, than another  
is discovered. 

Fraudsters are hacking and conning their way through the 
system into accounts. Strangers are reaching into people’s 
private information through cyberspace and playing with it  
to figure out passwords and how to access funds. Alarming, 
too, is that organised criminals are finding ways to slip into 
corporate computer systems through personal smartphones. 
Company firewalls and safeguards are no longer enough 
protection. Without realising it, you could easily be the 
conduit a thief needs to pick up vital information for pulling 
off a raid on your organisation through the virtual world. 

burgeoning market 

Internet security expert Simon Campbell-Young, CEO  
of Cape Town-based Phoenix Software, says some mobile 
network operators are starting to wake up to the fact that  
they should offer protection to smartphone users. But, when 
it comes to looming security risks, he believes South African 
consumers and businesses have not yet fully ‘grasped the 
enormity of what’s coming’.

About half of all US cellphone owners have a smartphone 
or a phone with a web browser, according to research released 
earlier this year by the Pew Internet & American Life Project. 
The authoritative think tank predicts smart-device swiping 
(possibly using technology such as near-field communication, 
which then enables phones to communicate through radio 
frequencies) will become the mainstream method of payment, 
replacing cash and credit cards within the decade.

This isn’t just an American trend. Africans, and South 
Africans in particular, are catching up fast in the smartphone 
ownership stakes. 

Africa is the fastest growing smartphone market in the world, 
even surpassing Asia, with industry body GSMA predicting 
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there will be around 740 million handsets 
across the continent by the end of this 
year. In other words, by Christmas time, 
about two-thirds of Africa’s population 
will own a smart mobile device.

If you are in any doubt about where 
cellphone and data growth are heading, 
consider this statistic: active smartphones 
on the Vodacom network increased by 
more than 55% in the annual period 
ending March 2012.

‘Smartphones are becoming more 
affordable and have gone below the  
R1 000 mark,’ notes Nomsa Thusi, 
Vodacom’s executive head of corporate 
communications. She says you can now  
pick up a new one for less than R700. 

As Campbell-Young says: ‘What has 
happened has really surprised everyone. 
The way Africa is getting connected to  
the web is through mobile broadband.’ 

Although making calls and down-
loading data is still very expensive in 
South Africa compared to the rest of the 
world, he says it’s ‘getting cheaper fast’ 
– another reason to expect smartphone 
usage to keep growing and growing. 

reality check

The flip side of this technology success 
story is that crime connected to smart-
phones will inevitably increase. It’s worth 
remembering that these cellphones are, 
effectively, mini-computers that also allow 
you to make calls. That means you are 
vulnerable to phishing and other email 
fraud scams that steal your identity and 
ultimately your money, just as you are 
when you turn on your computer in the 
office or at home. Also common are 
malware, or malicious software, schemes 
that plant secret programmes in your 
system to monitor your keystrokes and 
figure out what your passwords are.

New scams are unearthed daily. You  
can get cyber infections that tap into your 

funds through your smartphone or get 
you to pay for services you didn’t ask  
for; other applications can use your  
phone to pick up information for  
other sinister uses. 

For example, one nasty piece of 
malware can use your phone’s micro-
phone to pick up your typing, and 
ultimately passwords, while you are 
working on a computer and your  
phone is lying idle, nearby, on your  
desk. Then, there is the cyber equivalent 
of carjacking: bluejacking involves a 
stranger taking control of your phone 
wirelessly, then calling a premium rate  
line – which it owns.

There are viruses that use your phone  
to attack and bring down websites, or 
damage printers and other equipment. 
Vodacom cautions its clients about a 
common smartphone infection such  
as this, known as peer-to-peer attack,  
when files are shared using Bluetooth.

Gone are the days when the worst 
example of a virus was your computer 
screen going blue, says Campbell-Young. 
‘Fraud has evolved and is another world 
compared to the days of receiving dodgy 
emails from a foreigner in distress asking 
you for help accessing a bank account.’ 
He says thieves simply need a credit card 
number, name and credit limit and they 
have valuable information to sell to others. 
‘The fraud market has multiple levels, and 
fraudsters don’t even need the CVV number 
at the back of your card,’ he cautions.

security options

There’s much controversy raging around 
which smartphone is the most secure.  
The jury is in favour of the iPhone being 
less vulnerable because Apple conducts 
rigorous checks on apps before they are 
put on the market. Google’s representative 
in SA says the company has ‘worked hard’ 
to minimise risks on Android devices, and 

suggests paying close attention to ratings 
and reviews about apps before installing 
them, because ‘if an app is trying to mis- 
lead people, it is likely to have a low star 
rating and poor comments’. 

Campbell-Young says all smartphones 
have their risks, to varying degrees. Just as 
you have antivirus software for your PC, so 
you should download apps that can clean 
and protect your smartphone. 

‘From a South African perspective, if 
you are banking on any device and have 
no security, it’s like having no security at 
your house,’ says Campbell-Young. 

The software ranges in price from  
about R100 to R400, though it’s possible 
we may start buying this protection in 
small amounts – the same way we buy 
prepaid airtime. The better packages 
include encryption and a method to wipe 
out your important information as soon 
as you know your phone has been stolen.

Your smartphone can easily become 
infected during synchronisation processes, 
or when your phone and desktop or laptop 
are linked. ‘It is crucial to ensure that the 
desktop or laptop you’re synchronising  
to is clean of viruses and well protected,’ 
says Thusi. 

The network provider recommends  
buying apps from reputable sources only, 
rather than downloading from unfamiliar 
internet sites, and suggests you set your 
permissions cautiously. 

Also recommended is using a password 
unlock rather than the basic swipe feature, 
remembering of course to have a password 
that isn’t easy to guess. 

We can also be our own worst enemies 
by carelessly leaving a trail of personal 
details across social media sites, creating 
easy access to our bank accounts and 
handing over vital information to faceless 
app owners. 

In the era of the smartphone, it’s not 
just the phone that needs to get smart. 

Just as you have antivirus software for your PC,  
so you should download apps that can clean and  
protect your smartphone
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